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Preface

The Internal Audit and Risk Management Policy for the General Government Sector (Policy) is a
mandatory policy which has been prepared by NSW Treasury (Treasury) to assist agencies in fulfilling
their legislative obligations under the Government Sector Finance Act 2018 (GSF Act) by outlining
minimum standards for risk management, internal audit and Audit and Risk Committees (ARCs). The
GSF Act strengthens accountability, transparency, performance and innovation in the New South Wales
Government. It sets out the key roles and responsibilities of Accountable Authorities for the financial
and performance management their agencies.

Section 3.6 of the GSF Act requires the Accountable Authority of a GSF agency (generally the Secretary
or agency head) “to establish, maintain and keep under review effective systems for risk
management, internal control and assurance (including by means of internal audits) that are
appropriate systems for the agency”. The Policy establishes an overarching framework and the
minimum standards for agencies to meet their legislated risk management, internal control and
assurance requirements.

The Policy extends further than simply requiring agency compliance. It promotes the use of best practice
standards and frameworks, and the tailoring of these frameworks for agencies to implement, develop,
enhance and manage. The Core Requirements concerning risk management are founded on Australian
Standard AS ISO 31000:2018 Risk management — Guidelines. The Core Requirements relating to an
agency’s internal audit function are founded on the Institute of Internal Auditors (llA) International
Standards for the Professional Practice of Internal Auditing.

The Policy supersedes the Internal Audit and Risk Management Policy for the NSW Public Sector
(TPP15-03), Guidance on Shared Arrangements and Subcommittees for Audit and Risk Committees
(TPP16-02) and Small Agency Exemption to TPP15-03 - Internal Audit and Risk Management Policy
for the NSW Public Sector (TC18-16). In doing so, the Palicy:

e articulates clear principles and specific Core Requirements that align with the GSF Act and the
international standards as updated;

o clarifies roles and responsibilities across risk management and internal audit;

e recognises the diversity of the General Government Sector by providing flexibility for agencies
to implement and manage their governance arrangements including provisions for shared
arrangements;

o promotes efficient and effective oversight arrangements; and

e streamlines attestation requirements.

The Policy should be read alongside the other Policy and Guideline papers that apply to internal audit
and risk management, including the Risk Management Toolkit for the NSW Public Sector (TPP12-03).

Acknowledgement of Country

Treasury acknowledges that Aboriginal and Torres Strait Islander peoples are the First Peoples and
Traditional Custodians of Australia, and recognises their continued custodianship of Country - land,
seas and skies. We acknowledge the diversity of First Nations cultures, histories and peoples,
recognise their enduring connection to our State, and we pay our deepest respects to Elders past,
present and emerging.

Michael Pratt AM
Secretary

NSW Treasury
December 2020
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Note
General inquiries concerning this document should be initially directed to:
Director, Financial Management Policy, Treasury (Tel: 9228 5233) and/or finpol@treasury.nsw.gov.au

This publication can be accessed from the Treasury’s website http://www.treasury.nsw.gov.au/.
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Executive Summary

The Internal Audit and Risk Management Policy for the General Government Sector (Policy) is issued
as a mandatory policy to assist the Accountable Authority of agencies to comply with their legislative
obligations under Section 3.6 of the GSF Act by outlining minimum standards for risk management,
internal audit and Audit and Risk Committees (ARCS).

This Policy applies to agencies listed in Schedule 2 of the GSF Regulations excluding State Owned
Corporations, universities and controlled entities of Universities. The legislative obligations for
Accountable Authorities under Section 3.6 of the GSF Act include a requirement “to establish,
maintain and keep under review appropriate and effective systems for risk management, internal
control and assurance”. To support the implementation of these systems in an efficient and
effective manner, Accountable Authorities may form Shared Arrangements between a group of
agencies within a Cluster, so long as certain requirements are met (refer to the Shared Arrangements
section for further details).

In addition, the Policy seeks to strengthen internal audit, risk management and governance practices
across the government sector by promoting the use of best practice standards and frameworks, which
Accountable Authorities can implement and further develop. This is achieved through adopting the three
Principles listed below that describe the outcomes sought from effectively implementing a risk
management framework, an internal audit function and an ARC. These Principles are underpinned by
the seven Core Requirements, which are preconditions for the Principles that provide the foundation of
the Policy.

The Principles and Core Requirements are:

1. Risk Management Framework

Principle 1. Core Requirement 1.1

Effective risk management arrangements should | The Accountable Authority shall accept ultimate
support the agency in achieving its objectives by | responsibility —and  accountability ~for  risk
systematically identifying and managing risks to: | Management in the agency.

= increase the likelihood and impact of

Core Requirement 1.2

positive events The Accountable Authority shall establish and
= mitigate the likelihood and impact of | maintain a risk management framework that is
negative events. appropriate for the agency. The Accountable

Authority shall ensure the framework is consistent
with AS ISO 31000:2018.

2. Internal Audit Function

Principle 2: Core Requirement 2.1
An internal audit function should provide timely | The Accountable Authority shall establish and
and useful information to management about: maintain an internal audit function that is

- the adequacy of, and compliance with, appropriate for the agency and fit for purpose.

the system of internal control Core Requirement 2.2

= whether agency results are consistent | The Accountable Authority shall ensure that the
with established objectives operation of the internal audit function is

consistent with the International Standards for

Professional Practice for Internal Auditing.

= whether operations or programs are
being carried out as planned.

Core Requirement 2.3

The Accountable Authority shall ensure the
agency has an Internal Audit Charter that is
consistent with the content of the ‘model charter’.

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 1



NSW Treasury

3. Audit and Risk Committee

Principle 3: Core Requirement 3.1

An independent Audit and Risk Committee with | The Accountable Authority shall establish and
appropriate expertise should provide relevant maintain efficient and effective arrangements for
and timely advice to the Accountable Authority on | independent Audit and Risk Committee oversight
the agency’s governance, risk and control | [0 Provide advice and guidance to the

frameworks and its external accountability Accountable  Authority on the agency's
obligations governance processes, risk management and

control frameworks, and its external
accountability obligations.

Core Requirement 3.2

The Accountable Authority shall ensure the Audit
and Risk Committee has a Charter that is
consistent with the content of the ‘model charter’.

The Policy requires each Accountable Authority to self-assess whether they have been ‘compliant’,
‘non-compliant’ or ‘in transition’ in relation to each of the Core Requirements and produce an Attestation
Statement for the prior reporting period. Where the agency is a reporting GSF agency for the purposes
of Part 7 of the GSF Act, an agency’s Attestation Statement is required to be included in the agency’s
annual reporting information for the relevant Annual Reporting Period.

The Accountable Authority for an agency is to ensure that a copy of the agency’s Attestation Statement
for the previous Annual Reporting Period is separately submitted to Treasury on or before 31 October
each year. Submissions to Treasury should be emailed to finpol@treasury.nsw.gov.au and addressed
to the Director, Financial Management Policy.

Attesting ‘compliant’ to each Core Requirement means complying with the Mandatory Requirements
listed below each Core Requirement. Where the agency is non-compliant with a Core Requirement(s)
or Mandatory Requirement(s) of the Policy, the Accountable Authority shall mark ‘non-compliant’ on
their Attestation Statement next to the relevant Core Requirement(s) and explain why the agency is
non-compliant. The Accountable Authority shall also apply to the agency’s Responsible Minister for a
Ministerial Exemption from the Core Requirement(s). This shall be made prior to the reporting period in
which full compliance is unable to be achieved or as soon as circumstances arise during the reporting
period that will make full compliance not possible. A copy of the Ministerial Determination shall be
attached to the copy of the Attestation Statement submitted to Treasury.

An agency may mark ‘in transition’ on their Attestation Statement where the agency meets the
requirements of a Transitional Arrangement, including during the first twelve months from the
commencement date of the Policy, if the agency is new (to the agencies listed in Schedule 2 of the
GSF Regulations excluding State Owned Corporations, universities and controlled entities of
Universities) during the reporting period or the agency is impacted by Machinery of Government
changes. Refer to the Transitional Arrangements section for further details.

Templates and model charters are provided as Annexures to the Policy. With the exception of the
Ministerial Determination Template, templates and charters in the Policy shall be used and adapted to
the needs and circumstances of the agency. The Ministerial Determination Template has been provided
as a guide only.

The Policy will be effective from 1 January 2021.

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 2
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Definitions

The following lists relevant key terms and their definitions:

Accountable Authority for an agency has the same meaning as in section 2.7(2) of the GSF Act,
which is, unless otherwise specified in the GSF Act, the Secretary of the Department if the agency is a
Department or the head of the agency if the agency is not a Department.

Agency means agencies listed in Schedule 2 of the GSF Regulations excluding State Owned
Corporations, universities and controlled entities of Universities.

Associated agency, for the purposes of the Policy, is an agency that meets one or more of the following
criteria:
e is an agency that controls (the parent agency) or is controlled by another agency (a controlled
entity) which has the same meaning as section 2.2 of the GSF Act
e is an agency which shares with another agency, either:
o operations
o resources, or
o projects and/or service delivery areas
e is an agency co-located within the same cluster.

Attestation Statement is an annual statement in which the Accountable Authority attests to the
agency’s compliance with the Core Requirements of the Policy. The statement is made using the format
prescribed in the Policy (Annexure C). The Statement is published in the agency’s Annual Report and
a copy is submitted to Treasury on or before 31 October each year.

Audit and Risk Committee (ARC) is a committee established in accordance with the Policy to monitor,
review and provide advice and guidance about the agency’s governance processes, risk management
and internal control frameworks and external accountability obligations.

Audit and Risk Committee Charter sets out the roles and responsibilities of the ARC with respect to
monitoring, reviewing and providing advice on the agency’s governance processes, risk management
and control frameworks and its external accountability obligations.

Audit Office means the Audit Office of New South Wales.

Chief Audit Executive (CAE) is a person within an agency (with the exception of an approved Shared
Arrangement) who heads the internal audit function and is responsible for providing strategic leadership
and managing the internal audit function within the agency.

Chief Financial Officer (CFO) is the most senior position in the agency with the primary responsibility
and accountability for the financial management of the agency, including the preparation of external
and internal financial reports and the delivery of other financial management support functions.

Chief Risk Officer (CRO) is a person that has designated responsibility for designing the agency’s risk
management framework and for the oversight of activities associated with coordinating, maintaining
and embedding the framework in the agency.

Cluster refers to the ‘administrative arrangements that bring together a group of different legal and
administrative agencies and allow similar and complementary Government services to be coordinated
more effectively within the broad policy area of a particular Cluster’.* Clusters are not legal entities.

! NSW Department of Premier and Cabinet, February 2013, NSW Public Sector Governance Framework.
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Cluster Secretary is the Secretary of the Department in a cluster.

Collaborative Shared Arrangement involves a group of agencies agreeing to establish a shared ARC
to provide oversight over all the entities in the shared arrangement and may include sharing a CAE
and/or internal audit functions.

Compliant means that the agency has implemented and maintained practices consistent with the Core
Requirements of the Policy for the whole of the financial year.

Consolidated Fund has the same meaning as in section 1.4 of the GSF Act and section 39 of the
Constitution Act 1902, which is all public moneys (including securities and all revenue, loans and other
moneys whatsoever) collected, received or held by any person for or on behalf of the State.

Controls refers to existing processes, policies, devices, practices or other actions which maintain
and/or modify risks.

Core Requirements are the seven (7) requirements stated in this Policy.

Department, unless otherwise specified, means a person, group of persons or body specified in
Schedule 1, Part 1 of the Government Sector Employment Act 2013.

General Government Sector has the same meaning as in section 1.4 of the GSF Act and includes
NSW government agencies.

Government officer of a GSF agency has the same meaning as in section 2.9 of the GSF Act. This
includes persons who are the head of, or are employed in or by, a GSF agency and statutory officers.

In transition is where the agency is in the process of transitioning its arrangements to meet
requirements in the Policy or is impacted by Machinery of Government changes for which transitional
arrangements have been provided.

Internal audit means ‘an independent, objective assurance and consulting activity designed to add
value and improve an agency’s operations. It helps an agency accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control
and governance processes’?.

Internal Audit Charter sets out the role, responsibilities, authorisation, activities and reporting
relationships of the Internal Audit function within the agency.

Mandatory Requirements are the points listed below each of the Core Requirements and are required
to be followed by the Accountable Authority for an agency in order to implement the Core Requirements,
with the exception of Practice Notes.

New agencies are agencies that are newly added to agencies listed in Schedule 2 of the GSF
Regulations during the reporting period excluding State Owned Corporations, universities and
controlled entities of Universities.

Non-compliant means the agency has not been compliant with one or more Core Requirements or
Mandatory Requirements of the Policy for the whole or part of the financial year.

Performance management framework refers to a framework designed to ensure that an agency’s
objectives are being efficiently and effectively achieved.

2 The Institute of Internal Auditors, International Professional Practices Framework, 2017.
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Practice Notes are best practice recommendations or clarifications about audit and risk practice
included in marked boxes to support the Core Requirements of the Policy. Practice notes are intended
as guidance only and do not form part of the Mandatory Requirements of the Policy.

Prequalification Scheme means the Prequalification Scheme: Audit and Risk Committees
Independent Chairs and Members.®

Principal Department Led Shared Arrangement involves the cluster Department ARC overseeing
additional agencies within its cluster and may include the sharing of a CAE and/or Internal Audit
functions.

Reporting period has the same meaning as Annual Reporting Period in section 2.10 of the GSF Act.
This is the period of 12 months commencing on 1 July in any year or, if a different period is specified
as the agency’s financial year by its constituent Act, that specified period.

Responsible Minister has the same meaning as in section 2.6(1) of the GSF Act.

Risk* is the effect of uncertainty on objectives. (Note: effect is a deviation from the expected and may
be positive and/or negative).

Risk assessment is the overall process of risk identification, risk analysis and risk evaluation.

Risk management refers to the coordinated activities to direct and control an agency with regards to
risk.

Risk management framework refers to the set of components for integrating, designing,
implementing, evaluating and improving risk management throughout an agency.

Risk management process is the systematic application of policies, procedures and practices to the
tasks of communication, consultation, establishing the context and assessing, treating, monitoring,
reviewing, recording and reporting risk.

Risk management plans identify the strategy, activities, resources, responsibilities and timeframes for
implementing and maintaining risk management in an agency.

Risk treatment is a process to modify risk.

Shared Arrangements support agencies to establish efficient and effective oversight arrangements in
terms of assurance and independent advice requirements while minimising the administration, financial
costs and resource implications. The elements that can be shared include a Chief Audit Executive,
and/or an Internal Audit Function and/or an ARC. A Shared Arrangement may take the form of a
Principal Department Led Shared Arrangement or a Collaborative Shared Arrangement.

Special Office is an agency which requires independent ARC assurance arrangements due to the risk
profile and/or functions of the agency. These are the agencies listed as ‘separate agencies’ in Schedule
1 — Part 3 of the Government Sector Employment Act 2013 and listed as a ‘Separate GSF agency’ in
section 2.5(1) of the GSF Act.

Treasury Attestation Statement Template is the template in Annexure C of this Policy.

Prequalification Scheme: Audit and Risk Committee Independent Chairs and Members — Conditions — December 2020
and Prequalification Scheme: Audit and Risk Committee Independent Chairs and Members — Guidelines — December
2020.

Except where specifically noted, the Policy adopts the definitions in AS ISO: Guide 31000:2018 Risk Management.

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 5



NSW Treasury

Part A: Internal Audit and Risk Management Policy

Background

The Internal Audit and Risk Management Policy for the NSW Public Sector (TPP09-05) was first issued
as a Treasurer’s Direction in 2009 and subsequently re-issued in 2015 as the Internal Audit and Risk
Management Policy for the NSW Public Sector (TPP15-03). TPP09-05 and TPP15-03 outlined a ‘better
practice’ approach to internal audit and risk management that drew on the standards endorsed by
professional associations and the practice of exemplar agencies in the public and private sectors.

The Internal Audit and Risk Management Policy for the General Government Sector (the Policy) is a
mandatory policy that supersedes TPP15-03 but retains the same broad policy direction. The Policy
also supersedes the Guidance on Shared Arrangements and Subcommittees for Audit and Risk
Committees (TPP16-02) and incorporates guidance to enable agencies to form Shared Arrangements
and to form Subcommittees of ARCs.

The main areas of amendment to TPP15-03 (and TPP16-02) reflected in this Policy, include:
e Alignment with the new GSF Act, including terminology changes:

o agency head changed to Accountable Authority

o Department and agency are now both referred to as GSF agency
o NSW Public Sector changed to General Government Sector
O

Officer of an authority and accounting officer changed to government officer of a GSF
agency, and

o Portfolio Minister changed to Responsible Minister

e An update of the Policy and Core Requirement 1.2 to reflect the new international standard AS ISO
31000: 2018 Risk management — Guidelines

e References to updated Treasury Policies (throughout)
e Addition of the Small Agency Exemption (refer to Annexure E for more details)

e Updating the transitional arrangements, including for Machinery of Government changes (pages
16-17)

e Anupdate of Core Requirement 3.1 to combine previous Core Requirements 3.1 and 3.2 of TPP15-
03

e Additional guidance on administrative and functional reporting lines for CAEs (Pages 28-29, Core
requirement 2.1.14)

¢ Increasing the flexibility for agencies to form Shared Arrangements (Pages 12-14, Core requirement
3.1.2-3.1.4 and Annexure G)

e Updating ARC responsibilities in the ARC charters (Annexure B, H and I)
e Consolidating the guidance on Subcommittees of ARCs (Core requirement 3.1.23 - 3.1.31)

e Additional guidance on emerging risks and promoting a positive risk culture (Core requirement 1.2.6
and 1.2.11 to 1.2.13).

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 6
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Application of the Policy

The Policy is issued as a mandatory policy to assist agencies to comply with their obligations under
Section 3.6 of the GSF Act.

This Policy applies to the GSF agencies listed in Schedule 2 of the Government Sector Finance
Regulations 2018 (GSF Regulations) with the exception of State Owned Corporations and
Universities. This Policy also applies to any agency listed in Schedule 2 of the GSF Regulations
after the commencement of this Policy excluding SOCs, universities and controlled entities of
Universities. If there is a change in the name of a listed GSF agency and the purpose and functions
of the agency remain the same, then the Policy continues to apply to this agency.

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 7



NSW Treasury

The Policy withdraws and replaces the previous Internal Audit and Risk Management Policy for the
NSW Public Sector (TPP15-03), Guidance on Shared Arrangements and Subcommittees for Audit and
Risk Committees (TPP16-02) and the Small Agency Exemption to TPP15-03 - Internal Audit and Risk
Management Policy for the NSW Public Sector (TC18-16). The Policy will take effect from 1 January
2021.

The Accountable Authority may delegate any functions in the Policy to a government officer of a
GSF agency. However, the ultimate responsibility for meeting all requirements in the Policy remains
with the Accountable Authority.

Relationship to legislation and existing policies

GSF Act requirements

The Policy supports Accountable Authorities in meeting their obligations under section 3.6 of the GSF
Act including setting out how Accountable Authorities can fulfil the requirement, under section 3.6(1)(b)
“to establish, maintain and keep under review effective systems for risk management, internal control
and assurance (including by means of internal audits) that are appropriate for the agency”.

Related Policies
The Policy should be read in conjunction with related Treasurer’s Directions, circulars and policies
including:
e Treasury Policy and Guidelines Papers:
o Risk Management Toolkit for NSW Public Sector agencies (TPP12-03)
o Certifying the Effectiveness of Internal Controls Over Financial Information (TPP17-06)
o Treasury Risk Maturity Assessment Tool Guidance Paper (TPP20-06)

e Circulars and policies relating to the Prequalification Scheme: Audit and Risk Committee
Independent Chairs and Members:

o Prequalification Scheme: Audit and Risk Committee Independent Chairs and Members
— Conditions — December 2020

o Prequalification Scheme: Audit and Risk Committee Independent Chairs and Members
— Guidelines — December 2020

o Code of Conduct: Audit and Risk Committee Chairs and Members

o Department of Premier and Cabinet Circular No. 2009-13 — Prequalification Scheme:
Audit and Risk Committees May 2009.

Purpose and Principles of the Policy

The Policy supports Accountable Authorities in meeting their obligations under section 3.6(1)(b) of the
GSF Act. In addition, it seeks to strengthen internal audit, risk management and governance practices
across agencies. This is achieved through adopting the three Principles listed below, which describe
the outcomes sought from effectively implementing a risk management framework, an internal audit
function and ARC. Agencies should implement a cycle of continuous improvement whereby they can
assess whether their systems, processes and procedures are consistent with the spirit of the Policy.

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 8
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Principle 1

1. Effective risk management arrangements should support the agency in achieving its objectives
by systematically identifying and managing risks to:

= increase the likelihood and impact of positive events
=  mitigate the likelihood and impact of negative events.

Principle 2
2. Aninternal audit function should provide timely and useful information to management about:

= the adequacy of, and compliance with, the system of internal control
= whether agency results are consistent with established objectives
= whether operations or programs are being carried out as planned.

An independent Audit and Risk Committee with appropriate expertise should provide relevant and
timely advice to the Accountable Authority on the agency’s governance, risk and control frameworks
and its external accountability obligations.

The Policy recognises that, to be effective, a governance structure will be comprised of management
functions; risk, control and compliance oversight functions; and independent assurance functions.
These are elements demonstrated in the 11A’s ‘“Three Lines Model’ which individually and together,
contribute to an environment of effective governance and informed decision making. The Three Lines
Model is illustrated in Figure 1 below and has been adapted to include where the risk management
function, internal audit function and the ARC fit within this structure.

ThreeLines Model

Accountable Authority PrEvEES AehiE N\
Accountability for organisational oversight
Role:integrity, leadership and transparency

\
Audit and Risk
Committee

2 line 3rd line

s Independent assurance %
/ \
functions

May provide advice

Management functions
Actions (including managing risk) to achieve organisational objectives

Management controls
& ) l Chief Audit Executive ]
Internal Control Framework )

- s =
Risk Management Framework ]

Internal Audit

(

(

/ Teams/units delivering \ r'/ Y . J
objectives and outcomes Risk Management functions - \

o e mm mm mm m m mm mm mm mm e e o e e o e

= includes risk owners . r Chief Risk Officer -I Role:
Role: Provision of products/ P Role- Independent and objective
services and lead action Expertise 5;1 ort assurance and advice on
(including managing risk) to xpertise, support, all matters related to the
\ hi biecti d monitoring and challenge . - !
achieve objectives an . | achievement of objectives 7
L outcomes j \ ' onrisk-related matters . \ /;,
\) o i S A
N < - ) - i
N o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e - -
L e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o o o a
Accountability Delegation, direction, Alignment, communication, “ Provides advice
and reportingline resources,oversight coordination, collaboration

Figure 1. Context for the Internal Audit and Risk Management Policy
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The Three Lines Model® can further be described as follows:
e The first and second line roles may be blended or separated

o First line relates to functions that deliver services, products and/or projects to achieve the
agency’s objectives and outcomes. Risk originates with these functions and therefore they are
responsible for owning and managing risk, having in place processes to show controls are
working effectively and a continual focus on risk management

e Second line relates to functions that oversee or specialise in risk management and compliance
and provides support to the first line functions. It includes reviewing and monitoring the
effectiveness of risk management including the first line’s internal controls and activities and
may include broader responsibilities including enterprise risk management

e Third line relates to functions that provide independent assurance and advice to the
Accountable Authority on the adequacy and effectiveness of both first and second line
governance and risk management approaches.

The ARC has an oversight role to provide advice and guidance to the Accountable Authority with input
from the CAE and Internal Audit (third line). While the Chief Risk Officer and the risk management
function report functionally to the Accountable Authority, they would also provide information to the ARC
to support their oversight role.®

Risk management is an integral part of good management and leadership. Effective decision making
will reflect effective risk management. Successful management of risks will increase the likelihood of
an agency achieving its objectives, both in the short and longer term.

A risk management framework provides a structure that will facilitate the use of a consistent risk
management process wherever decisions are being made in an agency. This includes all projects,
functions and activities at all levels.

Internal audit relies on, and complements, an agency’s risk management framework. The internal audit
work plan should be based on an assessment of an agency’s key risks and provide assurance, through
independent review, that the agency controls have been designed to manage organisational risk and
achieve the entity's objectives, and that these controls are operating effectively. This process of review
will, in turn, identify and inform agency management of areas of new or altered risk thereby feeding
back into the agency’s risk management framework. Internal audit has a key advisory role to play in,
among other things, providing assurance to the Accountable Authority that the design and operation of
the risk management framework is effective.

The Audit and Risk Committee provides independent advice and guidance to the Accountable
Authority by monitoring and reviewing the agency’s governance processes, internal audit function, risk
management and control frameworks and its external accountability obligations.

It is through these distinct yet critically interrelated components that an agency can develop an effective
governance framework to underpin informed decision making and the achievement of its strategic and
operational objectives.

Core Requirements of the Policy

Accountable Authorities shall comply with the following seven Core Requirements that are set out in
detail in Part B of the Policy:

5 Adapted from: Cox, A 2017 Whitepaper-internal auditindependence arrangements, The Institute of Internal Auditors —

Australia, Sydney, NSW; The Institute of Internal Auditors — Australia, Factsheet: ‘3 lines of defence’ combined assurance
model, Australia, 2020; The Institute of Internal Auditors - Global, The //A’s three lines model — an update of the three
lines of defence, July 2020.

As noted in 1.1.7 and 2.1.14, all agencies are encouraged to nominate a CRO. However, the role of the CRO and CAE
may be carried out by the same individual, provided appropriate safeguards are implemented, refer to the practice note in
2.1.12.
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1. Risk Management Framework

Principle 1: Core Requirement 1.1

Effective risk management arrangements should | The Accountable Authority shall accept
support the agency in achieving its objectives by | ultimate responsibility and accountability for
systematically identifying and managing risks to: risk management in the agency.

= increase the likelihood and impact of

Core Requirement 1.2 The Accountable

positive events Authority shall establish and maintain a risk
= mitigate the likelihood and impact of management framework that is appropriate for
negative events. the agency. The Accountable Authority shall

ensure the framework is consistent with
AS 1SO 31000:2018.
2. Internal Audit Function

Principle 2: Core Requirement 2.1 The Accountable
An internal audit function should provide timely Authority shall establish and maintain an
and useful information to management about: internal audit function that is appropriate for

the agency and fit for purpose.
Core Requirement 2.2 The Accountable
Authority shall ensure the internal audit
= whether agency results are consistent function operates consistent with the

with established objectives International Standards for Professional
Practice for Internal Auditing.
Core Requirement 2.3 The Accountable
Authority shall ensure the agency has an
Internal Audit Charter that is consistent with
the content of the ‘model charter’.

= the adequacy of, and compliance with, the
system of internal control

= whether operations or programs are being
carried out as planned.

3. Audit and Risk Committee
Principle 3: Core Requirement 3.1 The Accountable

An independent Audit and Risk Committee with Authority shall establish and maintain efficient
appropriate expertise should provide relevant and | and effective arrangements for independent
timely advice to the Accountable Authority on the | Audit and Risk Committee oversight to provide
agency’s governance, risk and control frameworks advice and guidance to the Accountable

and its external accountability obligations. Authority on _the agency's governance
processes, risk management and control

frameworks, and its external accountability
obligations.

Core Requirement 3.2 The Accountable
Authority shall ensure the Audit and Risk
Committee has a Charter that is consistent
with the content of the ‘model charter’.

The Core Requirements are preconditions for, and support the realisation of, the Principles that provide
the foundation of the Policy. The Mandatory Requirements support the implementation of the Core
Requirements.

Requirements for an Attestation Statement

The Accountable Authority shall attest the agency’s compliance with the Core Requirements in an
Attestation Statement published in the agency’s annual report, with a copy provided to Treasury on or
before 31 October each year. Accountable Authorities shall use the relevant Attestation Statement
template at Annexure C of the Policy.

The Accountable Authority shall self-assess and determine whether the agency has been ‘compliant’,
‘non-compliant’ or ‘in transition’ in relation to each of the Core Requirements for the reporting period.

Where an agency determines that it has been compliant with a Core Requirement, the Accountable
Authority need only note that the agency has been ‘compliant’ with the relevant Core Requirement on
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the Attestation Statement. Compliant means complying with the Core Requirements for the whole
financial year.

Where an agency determines that it has been ‘non-compliant’ or ‘in transition’, agencies should refer to
the ‘Ministerial Exemption Process,” ‘Transitional Arrangement’ and ‘Small Agency Exemption’ sections
below.

If an agency has entered into an approved Shared Arrangement, details of the arrangement shall be
stated in the Attestation Statement, including the participating agencies, resources shared and type of
Shared Arrangement (e.g. CAE and/or Internal Audit Function and/or ARC and/or other resources).

The Accountable Authority shall:

a) Publish the Attestation Statement in the agency’s Annual Report (provided the agency is a
reporting GSF agency for the purposes of Part 7 of the GSF Act)

b) Submit a copy of the Attestation Statement separately to Treasury on or before 31 October
each year. For any non-compliance with Core Requirements, agencies will be required to also
submit a copy of the relevant Responsible Minister’'s approved Ministerial Exemption.
Submissions to Treasury should be emailed to finpol@treasury.nsw.gov.au and addressed to
the Director, Financial Management Policy.

Variations that apply to the Policy

As there are varying sizes and complexities of agencies across the general government sector, the Policy
allows for certain variations to support its efficient and effective implementation. Refer to the below
variations to determine if they are applicable to your agency.

Variations | Page references |
i) Shared Arrangements Pages 12-.14
A. Shared Audit and Risk Committee Core requirement

B. Shared Chief Audit Executive 3.1.2.3.1.4
C. Shared Internal Audit Function Annexure G
i) Ministerial Exemption Process Pages 14-15
L . . Annexure D
Ministerial exemption to one or more of the Core Requirements for up to two
reporting periods
iii) Small Agency Exemption Pages 15-16
. . . . . Annexure E
Ongoing exemption to comply with one or more of the Core Requirements until
any of the listed circumstances occurs.
iv) Transitional Arrangements Pages 16-17

12-month transitional period if the agency is in one or more of the following
circumstances:
= during the first twelve months from the commencement date of the Policy
= new agency required to comply with the Core Requirement(s) of the
Policy; or
= impacted by Machinery of Government (MoG) changes
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1) Shared Arrangements

The aim of Shared Arrangements is to ensure that the compliance cost of implementing the Core
Requirements for agencies is proportionate to their benefit and commensurate with their risk profile.
Shared Arrangements may be formed between agencies to support Accountable Authorities with
implementing the Core Requirements in an efficient and effective manner.

The resources that may be shared to achieve efficiencies include sharing the cost of the:

A. ARC (engaging independent ARC members and Chair and secretariat services), and/or
B. CAE, and/or
C. Internal Audit Function.

Regardless of the form of a Shared Arrangement, approval by the Cluster Secretary of Shared
Arrangements does not diminish each Accountable Authority’s responsibility to meet their obligations
under s 3.6 of the GSF Act. This includes ensuring efficient and effective independent advice and
oversight continues to be provided to each Accountable Authority and CAEs and/or Internal Audit
Functions have the capacity to operate effectively.

The below and Annexure G explain variations to Core Requirements 2.1, 3.1 and 3.2 for Shared
Arrangements.

Requirements of a Shared Arrangement

Accountable Authorities may enter their agency into a shared arrangement if the:

e Requirements of a Principal Department Led or Collaborative Shared ARC are met, if
applicable (refer to Annexure G - A. Shared Audit and Risk Committees), and/or

e Requirements of sharing a CAE and/or Internal Audit function are met, if applicable (refer to
Annexure G - B. Shared CAE and internal audit functions), and

e Shared Arrangements Agreement is signed by all Accountable Authorities in the Shared
Arrangement (refer to Annexure G — Shared Arrangement Agreement), and

e Cluster Secretary approves the Shared Arrangement.

Annexure G provides further information on the requirements to form a Shared Arrangement.

A. Shared Audit and Risk Committees

Under Core Requirement 3.1, the Accountable Authority of each agency is responsible for establishing
efficient and effective arrangements for ARC oversight to oversee and monitor governance, risk and
control issues affecting the operations of the agency. A shared ARC (Principal Department Led or
Collaborative) can be an efficient and effective means of providing ARC oversight for a number of
agencies. At a cluster level, a shared ARC can leverage cost efficiencies in operating ARCs, group
agencies with common functions to share the specialist skills of ARC members and improve
communication between entities within the cluster.

For each cluster, the Secretary of the Department in that cluster (Cluster Secretary) can support this by
ensuring efficient and effective oversight arrangements are established within their cluster and sufficient
advice and guidance is provided to each agency’s Accountable Authority.

Regardless of the form of arrangement, a shared ARC will operate as an individual ARC for each
separate agency. This requires members of the ARC to liaise with the respective Accountable Authority,
ensure separate records and confidentiality are maintained and provide independent advice and
oversight for each participating agency.
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Refer to Annexure G for further details on shared ARCs including adapting the Core Requirements for
a Shared Arrangement.

B. Shared CAE and internal audit functions

The decision to share a CAE and/or Internal Audit Function is independent from the decision to share
an ARC. There may be some instances where it is not appropriate for an agency to share a CAE and/or
Internal Audit Function but still be able to enter a Shared Arrangement for an ARC (subject to the
requirements relating to Shared ARCs in Annexure G being met).

When reviewing a proposal to share a CAE and/or Internal Audit Function, the Cluster Secretary is to
consider the likely demands on the CAE and/or Internal Audit Function as a result of the Shared
Arrangement. This should include the CAE and/or Internal Audit Function having the capacity to
understand the different business activities of multiple agencies and manage the larger workload. The
Cluster Secretary may consult with applicable ARCs on this matter.

Refer to Annexure G for further details on the requirements to share a CAE and/or internal audit
functions.

Application process for a Shared Arrangement

It is the responsibility of the Accountable Authority for each agency to decide the appropriate assurance
arrangements for their agency, including whether to enter a shared arrangement.

Where the Accountable Authorities in a cluster:
e have identified an opportunity to enter into a shared arrangement,

e are satisfied that their agencies meet the ‘Requirements of a Shared Arrangement’ as set out
in Annexure G, and

e have agreed to pursue a shared arrangement (i.e. Principal Department Led or Collaborative
ARC and/or the sharing of a CAE and/or internal audit functions),

they shall jointly address a letter seeking approval for a shared arrangement to their Cluster Secretary.

The letter should:
¢ identify the agencies proposing to enter into a shared arrangement

e include a brief description of the proposed arrangement including resources to be shared (ARC
and/or CAE and/or internal audit functions) and how specific Core Requirements will be varied
under equivalent alternative shared arrangements (refer to the Variations to the Core
Requirements table for examples)

e address how each of the Requirements of a Principal Department Led or Collaborative shared
ARC arrangement are met

e address, if applicable, how each of the requirements of sharing a CAE and/or Internal Audit
function are met and details of which agency will provide the shared CAE and/or internal audit
function

e include the proposed Shared Arrangement Agreement to be signed by the Accountable
Authorities of all participating agencies

e include the Shared Audit and Risk Committee Charter
e include, if applicable, the Internal Audit Charter.

Once approved, a copy of the letter, accompanying documents and approval documentation shall be
provided to Treasury as a record of approved Shared Arrangements.
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Documents to be provided to Treasury should be emailed to finpol@treasury.nsw.gov.au, and
addressed to the Director, Financial Management Policy.

The above application process is repeated if there is a change to a previously approved shared
arrangement (e.g. an additional agency is added to a shared ARC).

The Cluster Secretary’s approval of a shared arrangement in accordance with the above requirements,
and the participating agencies’ compliance with the Shared Arrangement Agreement’s terms,
constitutes compliance with the relevant Core Requirements in this Policy. Details of the shared
arrangement shall be included in the Attestation Statement. Refer to the Requirements for an Attestation
Statement section for further details.

For the avoidance of doubt, an exemption to this Policy is not required if the agency is part of a Shared
Arrangement that has been approved by the Cluster Secretary. Unless provided for in this section and
by an approved Shared Arrangement, all other Core Requirements in this Policy shall be followed.

i) Ministerial Exemption Process

The Accountable Authority shall attest the agency’s compliance with the Core Requirements in an
Attestation Statement.

Where full compliance with a Core Requirement(s) during a reporting period is not possible and the
deficiency is not covered by a transitional arrangement (refer to Transitional Arrangements below), the
Accountable Authority shall apply to the agency’s Responsible Minister for a Ministerial Exemption from
the Core Requirement(s) in writing. This shall be made prior to the reporting period in which full
compliance is unable to be achieved or as soon as circumstances arise during the reporting period that
will make full compliance not possible.

Application to the Responsible Minister for a Ministerial Exemption

The Responsible Minister for an agency may exempt an agency, in writing, from compliance with one
or more of the Core Requirements, but only if satisfied that the Accountable Authority’s application has
sufficiently addressed each of the matters listed below and the Core Requirements.

This application by the Accountable Authority shall:
e demonstrate how the requirements for a Ministerial Exemption listed below are met,
e provide the reasons why the agency cannot comply with each Core Requirement, and
o describe and demonstrate the agency’s efforts to implement alternative arrangements and how
these will achieve an outcome equivalent to the Core Requirement(s).

A Ministerial Determination Template is provided at Annexure D of the Policy to assist agencies making
an application for a Ministerial Exemption.

Ministerial Exemption requirements

The requirements for a Ministerial Exemption are that:

¢ the agency cannot comply with the Core Requirements because of one or more of the following:
o temporary extenuating circumstances, or
o substantial structural constraints, or
o resourcing constraints that will materially impact the agency’s operating budget
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and
¢ the agency is not able to enter into appropriate Shared Arrangements’
and

e current or proposed alternative arrangements will achieve outcomes equivalent to the
requirement(s).

Approved Ministerial Exemptions

A Ministerial Determination in respect to approving a Ministerial Exemption will be operative for two (2)
reporting periods only and, even where the circumstances for the initial Ministerial Exemption are
ongoing, shall be renewed every two (2) years.

The Accountable Authority shall note on the Attestation Statement (refer to Annexure C of the Policy)
that an agency has been ‘non-compliant’ with a Core Requirement(s) and provide an explanation of the
departure from the Policy. The Accountable Authority shall also indicate that a Ministerial Exemption
from a Core Requirement(s) has been determined by the Responsible Minister.

In such cases, the Accountable Authority shall retain documentary evidence of the Responsible
Minister's Determination (refer to the template in Annexure D) and submit this material to Treasury as
an attachment to the Attestation Statement on or before 31 October.

Any approved Ministerial Exemptions granted by prior to the commencement of the Policy will

continue to remain in force under the provisions of this Policy, until the expiration of the Ministerial
Determination.

i) Small Agency Exemption

The Accountable Authority of an agency may apply to Treasury for an ongoing Small Agency Exemption
from the requirement to:

comply with one or more of the Core Requirements;
b. attest compliance, and/or
c. include the Attestation Statement in the agency’s annual reporting information

i. the agency satisfies each of the eligibility criteria below, and
ii. the Responsible Minister of the agency approves the application for an exemption, and
iii. Treasury, as delegated authority of the Treasurer, provides final approval.

i. Eligibility criteria
Agencies may apply to Treasury for a Small Agency Exemption if the agency meets all of the following
criteria:

e does not collect taxes on behalf of the NSW Government

o does not receive a direct appropriation from the Consolidated Fund

e is not controlled by an agency required to comply with the Policy

e is an agency considered by Treasury to be immaterial

e does not have annual revenue or expenditure exceeding $15m

e does not have financial assets exceeding $15m

e does not have liabilities exceeding $15m (unless the nature of the liabilities are such that

complying with the Policy is deemed not to be required)
e is not a fund manager responsible for the administration and/or management of public monies
o has a risk register that indicates that their risks have been properly identified and that proper

measures are in place and being monitored to manage those risks, and
e does not have a risk profile that would warrant full compliance with the Core Requirement(s).

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 16



NSW Treasury

7 Consistent with the Shared Arrangements section and Annexure G.
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ii. Responsible Minister grants approval for exemption

An Accountable Authority for an agency shall seek and be granted written approval from the
Responsible Minister before applying to Treasury for a Small Agency Exemption. An Accountable
Authority’s request to the Responsible Minister for such approval shall:

e include evidence that the agency meets all the eligibility criteria above, and
¢ outline the reasons the agency should be exempt from the relevant Core Requirement(s).

iii. Application to Treasury for approval of exemption

The Accountable Authority shall apply to Treasury for a Small Agency Exemption using the template in
Annexure F once written approval is obtained from the Responsible Minister.

The application to Treasury shall include:

e a copy of the Responsible Minister's written approval of the agency’s application for Small
Agency Exemption

e written evidence demonstrating how the agency meets each of the above eligibility criteria

e a copy of the most recent annual report of the agency or the audited financial statements for
the agency

e a copy of the agency’s organisational risk register including a summary of major risks faced by
the agency, together with risk treatment strategies adopted by the agency to manage those
risks.

Exemption Review Process

Upon notification of the successful grant of a Small Agency Exemption, the exemption will remain in
force until any of the following circumstances occur:

e any major changes to the agency’s structure

e the agency receives a direct appropriation

e the agency’s revenues include taxes

e the agency’s revenues, expenses or liabilities individually increase by more than 20% from the
baseline totals/balances indicated in the audited financial statements used for the purposes of
assessing the application

e the agency’s risk profile materially changes.

Any Small Agency Exemptions granted by Treasury prior to the commencement of the Policy will
continue to remain in force under the provisions of this Policy.

The Accountable Authority for an agency with an approved Small Agency Exemption shall consider
whether the agency has met any of the above circumstances as at 31 March annually and notify
Treasury of any changes no later than 30 April. Upon receipt of such a notification, the information will
be reviewed and the agency will be advised as to whether the Small Agency Exemption remains in
force.

Refer to Annexure E for further guidance on applying for a Small Agency Exemption.

Iv) Transitional Arrangements

Where an agency is not fully compliant with a Core Requirement(s) during the reporting period, the
Accountable Authority is permitted to record ‘in transition’ next to the relevant Core Requirement(s) in
the agency’s Attestation Statement (refer to Annexure C), if the following conditions are met:

e the agency is in one or more of the following circumstances:
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and

and

a) it is during the first twelve months from the commencement date of the Policy; or
b) itis a new agency required to comply with the Core Requirement(s) of the Policy; or
c) it is impacted by Machinery of Government (MoG) changes.

the Accountable Authority of the agency takes steps to achieve full compliance with the Core
Requirement(s) within the 12-month transitional period

the Accountable Authority details how the agency plans to achieve full compliance with the
relevant Core Requirement(s) within the 12-month transition period in the space provided on
the Attestation Statement.

Agencies taking advantage of transitional arrangements are not required to apply to the agency’s
Responsible Minister for a Ministerial Exemption from the Core Requirement(s) for that reporting period.

Circumstances when agencies are ‘in transition’

a)

b)

c)

During the first twelve months from the commencement date of the Policy, all applicable
agencies will be provided with a transitional period to provide reasonable time for the
implementation of arrangements for compliance with the Core Requirements of the Policy.
Agencies are expected to take steps to comply with all the Core Requirements of the Policy
within the twelve month period.®

New agencies are agencies that are newly listed in Schedule 2 of the GSF Regulations
during the reporting period, excluding State Owned Corporations, universities and controlled
entities of Universities. New agencies are expected to take steps to comply with all the Core
Requirements of the Policy during the first twelve months from the date of inclusion.
There is a Machinery of Government (MoG) change during the financial year which results
in an Accountable Authority of an agency being unable to comply with a Core Requirement(s).
Impacted agencies are expected to take steps to achieve full compliance within twelve months
of the MoG change. A MoG change may include (but is not necessarily limited to):

o achange in the number of clusters

o movement of an agency to another cluster

o movement of a substantial function within an agency to another agency

o significant structural change within the agency.

Monitoring of Policy Compliance

The Policy requires that Accountable Authorities publish an Attestation Statement in the Annual Report
each year attesting compliance with the Core Requirements.

Periodically, the Auditor-General may undertake assurance activities in relation to the Policy. This
includes monitoring the sector's compliance with the Core Requirements outlined in the Policy by
conducting compliance audits.

Treasury will, on a periodic basis and at least once each five (5) years, review the operation of the
Policy to assess the efficiency and effectiveness of the arrangements, as well as to assess the sector’s
compliance with the Core Requirements outlined in the Policy. Updates to the Policy that take place
between formal reviews may be made as version updates and agencies notified accordingly.

Agencies shall remain compliant with the existing requirements in TPP15-03 during the first twelve months from the

commencement of the Policy. Where agencies are compliant with TPP15-03 but not the Policy during the first twelve
months, agencies may mark ‘in transition’. Where agencies are not compliant with either TPP15-03 or the Policy during
the first twelve months, agencies must mark ‘not compliant’ on their Attestation Statement and obtain a Ministerial
Exemption.
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Part B: Instructions for implementing the Core
Requirements

1. Risk Management Framework

Principle 1:

Effective risk management arrangements should support the agency in achieving its objectives by
systematically identifying and managing risks to:

increase the likelihood and impact of positive events
mitigate the likelihood and impact of negative events.

Core Requirements 1.1 — The Accountable Authority shall accept ultimate
responsibility and accountability for risk management in the agency.

Definition of Risk

1.11

1.1.2

Except where noted, the Policy adopts the definitions in the AS ISO 31000:2018 Risk
management — Guidelines including:

Risk being the effect of uncertainty on objectives, noting that effect is a deviation from the
expected and may be positive and/or negative.

In addition, for the purposes of the Policy:

Risk management plans identify the strategy, activities, resources, responsibilities and
timeframes for implementing and maintaining risk management in an agency.

A Chief Risk Officer (CRO) is a person that has designated responsibility for designing the
agency’s risk management framework and for the oversight of activities associated with
coordinating, maintaining and embedding the framework in an agency.

Risk Management Roles and Responsibilities

1.1.3

1.14

1.15

1.16

The Accountable Authority has ultimate responsibility and accountability for risk management
in the agency. The Accountable Authority’s risk management related responsibilities also
include promoting a positive risk culture, determining and articulating the level of risk the agency
is willing to accept or tolerate, approving the agency’s risk management policy and plans and
ensuring these are communicated, implemented and kept current.

The Accountable Authority is responsible for ensuring that managers and decision makers at
all levels in the agency understand that they are accountable for managing risk within their
sphere of authority and in relation to the decisions they take.

The Accountable Authority is responsible for ensuring that all staff (permanent, temporary or
contract) are aware they are accountable for managing risk in their day to day roles, including
carrying out their roles in accordance with policies and procedures, identifying risks and
inefficient or ineffective controls and reporting these to the appropriate level of management.

Internal audit is responsible for providing assurance to the Accountable Authority and the ARC
on the effectiveness of the risk management framework including the design and operational
effectiveness of internal controls.
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1.1.7 The roles and responsibilities of the ARC with respect to risk management are outlined in the
Model Audit and Risk Committee Charter at Annexure B.

Practice Note - Appointing a CRO

All agencies are encouraged to nominate an appropriately skilled CRO who is responsible for the
oversight and promotion of risk management within the agency, designing the agency’s risk
management framework and for the oversight of activities associated with coordinating,
maintaining and embedding the framework in the agency. The CRO should also be a member of
the agency’s senior management team where possible.

Core Requirements 1.2 — The Accountable Authority shall establish and
maintain a risk management framework that is appropriate for the agency. The
Accountable Authority shall ensure the framework is consistent with
AS ISO 31000:2018.

Risk Management Standard

1.2.1 The Government has approved the application of the current Australian Standards (AS) on risk
management in the government sector. The current standard is AS ISO 31000:2018 Risk
management - Guidelines. This standard sets out a generic process for managing any form of
risk in a systematic, transparent and credible manner and within any scope and context.®

1.2.2 The Accountable Authority shall establish and maintain a risk management framework that is
appropriate, fit for purpose, tailored to the needs of the agency and consistent with
AS ISO 31000:2018.

Practice Note - Principles-based guidance

AS ISO 31000:2018 consists of a set of principles, a framework and a process for managing risks.
Managing risk assists agencies in setting strategy, achieving agency objectives and making
informed decisions. It is not a compliance standard, but instead provides principles-based guidance
on best practice.

1.2.3 AS ISO 31000:2018 describes the principles that provide the foundation for managing risk and
a framework to assist agencies in integrating risk management into the governance of the
agency.

AS ISO 31000:2018 identifies eight principles that are the foundation for risk management to be

effective. As reflected in Figure 2, risk management should:

e be integrated with organisation processes

e be structured and comprehensive

e be customised — the framework and process are customised and proportionate to the
agency’s external and internal context related to its objectives

e be inclusive — appropriate and timely involvement of stakeholders enables their knowledge,
views and perceptions to be considered, resulting in improved awareness and informed
risk management

e be dynamic — effective risk management anticipates, detects, acknowledges and responds
to internal and external changes in a timely manner

° International Organization for Standardisation (1ISO) 2018, ISO 31000: 2018 Risk management — Guidelines, ISO,
Geneva.

TPP20-08 Internal Audit and Risk Management Policy for the General Government Sector 21



NSW Treasury

e be based on the best available information - inputs to risk management are based on
historical and current information, future expectations and any associated limitations and
uncertainties
take human and cultural factors into account

e involve continual improvement — through learning and experience.

Continual
Improvement

Human and
Cultural Factors

Integrated

Best Available Value Creation and Structural and
Information Protection Comprehensive

Figure 2: Key principles of risk management

1.2.4 The key elements of a risk management framework as illustrated below in Figure 3 are:

e Leadership and Commitment — the Accountable Authority and senior management
should integrate risk management into all organisational activities and demonstrate
leadership and commitment by:

o customising and implementing all components of the framework

o establishing a risk management policy

o assigning authority, accountabilities and responsibilities at the appropriate level, and
o committing resources to manage risk.

e Integration of risk management into an agency should be a dynamic and iterative process
and should be customised to the agency’s needs and culture. It should be part of and not
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separate from the agency’s purpose, governance, leadership, commitments, strategy,
objectives and operations.

e Design of the framework for managing risk should be based on an understanding of the
internal and external context of the agency and should:

o demonstrate continual commitment to risk management

o assign risk management roles, responsibilities, authorities and accountabilities

o allocate resources

o establish an approved approach to communication and consultation to support the
framework and facilitate effective risk management.

e Implementing a risk management framework by developing an appropriate plan,
identifying decision makers, modifying decision making processes if necessary and
ensuring risk management processes and arrangements are well understood by the
agency and practised.

e Evaluation — should periodically measure the risk management framework against its
purpose, implementation plans and expected behaviours and reviewed to ensure it is fit
for purpose and remains consistent with the agency’s objectives.

e Continual improvement of the framework — continuously monitor and adapt the
framework to address external and internal changes. The suitability, adequacy and
effectiveness of the framework should be continuously improved to support the agency
moving to a higher level of maturity in risk management.

Integration

Improvement

Leadership and
Commitment

Implementation

Figure 3: Key elements of a risk management framework (adapted from AS 1SO31000:2018)
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Practice Note - Evaluation of Risk Management Framework and Process

When considering the process for evaluating the risk management framework, agencies should
ensure that it remains fit for purpose and consistent with the agency’s objectives. Review methods
will differ among agencies depending on:

Review methods include a variety of self-assessment tools and internal audit processes. Further
guidance on monitoring and review mechanisms can be found in the Risk Management Toolkit for
the NSW Public Sector (TPP12-03) and the Treasury Risk Maturity Assessment Tool.

e the maturity of the agency’s risk management framework
e the resources available, and
e the aspect of the framework being assessed.

Risk Management Integration

1.25

Risk management integration is a fundamental principle of risk management and a key outcome

of an effective risk management framework. It should be a dynamic and iterative process and

customised to the agency’s needs and culture. Risk management should be embedded within

the agency’s purpose, governance, leadership, commitments, strategy, objectives and

operations. The Accountable Authority shall ensure, among other things, that:

e risk management is integrated into strategic and business planning, budgeting and
reporting processes

o risks are formally considered when developing and implementing policies or programs,
projects and other activities including procurement

e risk management is discussed as a regular agenda item at senior management meetings
(minimum quarterly)

e risk management covers all relevant risk categories including strategic, operational, project,
compliance, reputational, financial, legal and reporting risks

e the agency’s ability to accept or tolerate risk is appropriately reflected in the internal control
framework through, for example, financial and other delegations

e there is clear communication of risks and risk management practices to internal and
external stakeholders

e there are agency-specific, fit-for-purpose tools, systems and processes to help all those
responsible for managing risk.

Risk Management Culture

1.2.6

Risk management is built on, and is sustained by, a positive organisational culture that
promotes risk management as part of every-day decision making, and supports the acceptance,
communication and management of appropriate risk at all levels in the agency. It is important
that senior management take a leadership role in creating an environment that promotes
positive risk management behaviour. The Accountable Authority shall ensure that:

o there is clear communication of risk management practices and their benefits

senior managers demonstrate a commitment to risk management

effective risk management is positively reinforced

risk management capabilities are actively developed across the organisation

measures of risk culture and attitude are incorporated into organisational climate surveys,
risk maturity assessments® and performance management systems.

10

Refer to the Treasury Risk Maturity Assessment Tool Guidance Paper (TPP20-06)
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Practice Note — Positive risk management culture

Risk culture is the accepted set of shared values and behaviours that characterise how risk is
managed within an agency. It drives how people recognise and respond to risks and opportunities.
According to AS 1SO 31000:2018, risk is managed in every part of the organisation’s structure and
everyone in an organisation has responsibility for managing risk. Risk management should be
embedded in, and not separate from, the organisational culture, purpose, governance, leadership
and commitment, strategy, objectives and operations. Therefore, in order to effectively implement a
risk management framework and policy, agencies require a culture that emphasises at all levels the
importance of managing risk as part of each employee’s daily activities.

Many factors influence achieving a positive organisational culture, including the tone at the top, the
code of conduct, and ethics and human resource policies. Examples of actions to support a positive
risk culture include:

e The Accountable Authority and senior management setting and communicating the desired risk
culture for the agency and regularly demonstrating their commitment to risk management by
modelling expected risk management behaviours, providing adequate resources and
continuously improving culture through key decision making, performance management and
effective communication

e ARCs assessing and advising on the maturity of the agency’s risk culture including monitoring
the process for setting and measuring risk culture and seeking assurance that the agency, staff
and relevant third parties are operating within the desired risk culture

e A defined approach to consider and manage risk across the agency which is commonly
understood, agreed and used to drive risk-based decision making

e A culture of open communication is encouraged by senior management to ensure all employees
feel comfortable and confident in speaking openly about risks, understand the agency’s
tolerance for risk and when and to whom risks should be escalated

e Designing agency-specific, fit-for-purpose risk management methodologies, tools, systems and
processes to support effective risk management

e Ensuring risk registers are linked to agency objectives, are communicated in a timely and
accurate manner to senior management and are integrated with business plans and/or
performance agreements, to support decision making

e Regularly measuring, monitoring and reporting to senior management on risk culture, identifying
desirable changes and taking steps to address these. This may be through organisational
climate surveys, performance management systems and risk maturity assessments (refer to the
below Treasury Risk Maturity Assessment Tool)

e Ensuring all employees (and contractors where appropriate) are provided with sufficient risk
management training (role specific) and risk specialists have appropriate capabilities to design
and implement the risk management framework

e Rewarding risk behaviours that effectively manage risk to agreed tolerances and managing poor
behaviours

e Reviewing and monitoring risk management accountabilities and responsibilities as part of
performance review processes

e Appointing a CRO who has a formal role in challenging risk decisions within the agency, is a
member of the agency’s senior management team and has access to the Accountable Authority
and ARC.

Further tools and guidance

The Treasury Risk Maturity Assessment Tool (TPP20-06) supports the improvement of risk
management, culture and capability across the NSW public sector. The tool provides agencies with
a systematic, uniform approach for self-assessment that allows agencies to measure risk maturity,
identify areas to improve, and communicate results to senior management and ARCs. Strategies
based on the identified improvement areas may be developed to raise an agency’s maturity to a
targeted level and support improving their overall risk culture. Agencies are strongly encouraged to
use the tool (at least annually) to identify areas of improvement and support uplifting their overall
risk culture and capability.

The Risk Management Toolkit for the NSW Public Sector (TPP12-03) also provides further guidance
on supporting a positive risk management culture.
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Managing Project Risks

1.2.7

Sound project governance arrangements are key to managing project risks and should be
proportionate to the level of risk taken.!! The Accountable Authority shall ensure that the risk
management process used to manage project risks is consistent with and linked to the agency’s
risk management framework, to ensure project risks are visible, rather than being managed as
a discrete activity.

Risks that impact other agencies

1.2.8

129

1.2.10

The Accountable Authority shall implement processes to ensure that significant risks arising
from the strategic and operational activities of the agency that affect, or are likely to affect, other
agencies are formally communicated to the affected agencies.

In any communication relating to clause 1.2.8, the Accountable Authority shall include advice
of any risk treatment measures that the agency has in place to manage the risk, and an
assessment of any residual risk to the affected agencies. Further advice shall be provided if
there are any material changes to this residual risk.

On receipt of advice from another agency about a risk that affects or is likely to affect an agency,
the affected agency should make its own assessment of the risk and develop its own risk
treatment strategy.

Emerging risks

1.2.11

1.2.12

1.2.13

When identifying risks as part of a risk assessment that might help or prevent an agency from
achieving its objectives, agencies should continually assess their circumstances to identify new
emerging types of risk and opportunities. Examples of contemporary emerging risks include
climate related risks and cyber security risks.

Climate related risks should be considered when identifying types of risks that might impact an
agency’s ability to achieve its objectives. This type of risk should be considered as part of an
agency’s existing risk management framework and processes but may require additional
considerations over and above a general risk assessment. Refer to the Department of Planning,
Industry and Environment's Climate Risk Ready NSW Guide for further information on
assessing climate related risks.*?

Cyber security risks should be considered when identifying agency risks and embedded into
the agency’s risk management practices and assurance processes. Refer to the NSW Cyber
Security Policy® for further information on establishing effective cyber security policies and
procedures and ensuring cyber security risks to agency information and systems are managed.
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For example, major projects should have more detailed risk analysis performed than small projects and be subject to

assurance thatis independent of the project delivery team/executive responsible for project delivery.
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Department of Planning, Industry and Environment, Climate Risk Ready NSW Guide: Practical guidance for the NSW

Government sector to assess and manage climate change risks (2020).
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https://www.digital.nsw.gov.au/policy/cyber _-se